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1.10.6. Splunk Universal Forwarder ®1 > A f—/L
(1) EEEERBAR@% DVD K794 712k y hLET,
2 1) TEv b LIEWHEEEERABAQD [SplunkUniversalForwarder([E {#E &) -

[SplunkRemoteControl H| - [f A h—F | 74 VFITHMIIL TS [splunkforw
arder-6.3.2-aaff59bb082c-x64-release.msi] #Z 7 /N7 U v 7 LE7,
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(3) 7 4> R E#® [Check this box to accept the Licence Agreement] & 7 ¢ > K7 FHE
@ [Use this UniversalForwarder with ~ |OF = v 7R v 7 A ZF = v 7 ANET,

(4)

[Customize Options] #7 U v 7 LFT,

<
4 UniversalForwarder Setup - { = . Sy

hgck this box to accept the License Agreement: ‘ View License Agreement

|VICh

Default Installation Options
- Install UniversalForwarder in C:¥Program Files¥SplunkUniversalForwarder
- Run UniversalForwarder as Local System account

- Enables Application, System and Security Event Logs

e this UniversalForwarder with on-premises Splunk Enterprise. Uncheck if you
fnt this UniversalForwarder to contact a Splunk Cloud instance.

P ——
Cancel

l CémmizeOpﬁons D[ Next

B) ALV ARN—NRAERET DV 4V RURKRRINTEHA ANV RNTAT% [C)

WZABEL INext] 27V v 27 LET,
MRT A TRALIMNE, BEEL2NTLEEN,

j§,| UniversalForwarder Setup - { =] )

Install UniversalForwarder to:

C:¥PJogram Files¥SplunkUniversalForwarder¥

RIALTDOHRELEL TS

Cancel
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6) 74 FUONEZHEZR L., [Certificate Password] 13 H ASHF12 [Next] 227 U
v 7 LET,

ﬁ.f,' UniversalForwarder Setup -

If the following information is not provided, forwarded Splunk data will still be encrypted with
the default Splunk certificate

SSL certificate (file containing public and private key parts)
| [ Browse...

Certificate Password

Password: [

Confirm password: [

SSL root CA (the file containing the Root CA certificate to validate the server certificate)

l Browse... |
Cancel

(7) [Install UniversalForwarder as] D5 T [Local System] #F =27 LET,

® v FUDONEZMRRL, Next] 27V v 27 LET,
4 UniversalForwarder Setup . [l s |

The user you install UniversalForwarder as determines what data it has access to

agtall UniversalForwarder as

o
alls UniversalForwarder using local system account. UniversalForwarder can
access all data on or forwarded to this machine. It cannot access data remotely.

al System

Domain Account

Installs UniversalForwarder with domain account you provide. This lets you collect
logs and metrics from remote machines as well as local and forwarded data. You
can set the account in the next dialog, as a local administrator or a reduced privil...

Cancel
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(99 'Windows Event Logs] @ [Application Logs] & [System Log] #F =v 27 L¥7,

10) 74 v FUONEETER L., [Next] 27V v 27 LE7,
[P

EJ UniversalForwarder Setup .

Performance Monitor

|”|CPU Load
|| Memory
[~ Disk Space
‘orwarded Events Log [T Network Stats
["setup Log
|| Active Directory Monitoring

|| Enable AD monitoring
Path to monitor

|

Cancel

1 File... ] [Dxrectory...}

(11) [Install the Splunk Add-on for Microsoft Windows induded with this installer| 735
Ty ENTND I L EHRLET,

(12) 74 v FUONEEMR L. Next] #7 VU v 7 LET,
(o] [t

_[E,‘ UniversalForwarder Setup .

This installation requires the Splunk Add-on for Microsoft Windows. The Splunk Add-on for
Microsoft Windows indudes predefined inputs to collect data from Windows systems and data
to normalize the data to the Common Information Model.

S
< ) l)tall the Splunk Add-on for Microsoft Windows induded with this installer (Recommended)
This installer indudes version 475 of the Splunk Add-on for Microsoft Windows.

Install an existing copy of the Splunk Add-on for Microsoft Windows

Select this option if you have either downloaded a more recent version of the Splunk
Add-on for Microsoft Windows or a customized version that you want to use with this

installation.

I
Download Splunk Add-on for Microsoft Windows from
Splunkbase

Cancel
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(13) 74> FUDONEEZMHR L. [Deployment Server] IZiZEHTIZ Next] #27 U v 7

LET,
j§,| UniversalForwarder Setup . ] = ﬂh‘

If you intend to use a Splunk deployment server to configure this UniversalForwarder, please
specify the host or IP, and port (default port is 8089). This is an optional step. However,
UniversalForwarder needs either a deployment server or receiving indexer in order to do
anything.

Deployment Server

Hostname or IP
[ |

Enter the hi or IP of your dk server, default is 8089
e.g. ds.splunk.com

ez

(14) TReceiving Indexer] (ZiZm 7Y — D IP 7 KL A [10.xx.41.33] . &~"— hE=
X 19997 ZxE L7, (xx: #EEES A db3fiE=10.1.41.33)

15) 74 v FUONELEER L., [Next] 27V v 27 LET,

i@ UniversalForwarder Setup [ (] ]

splunk

If wou intend to use a Splunk receiving indexer to configure this UniversalForwarder, please
specify the host or IP, and port: {default port is 99973, This is an optional step, Howeyer,
UniversalForwarder needs either a deployment server or receiving indexer in order ko do
anything.

Receiving Indexer

Hostname or IP

[10.:x.41.33 i foagr|

Enfer the Aostname or 1P of pour receiving ndexer, dafaut i §e997

Cancel | Back. "
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(16) MMnstall] 227 U v 27 LET, A A M—ADRRIESNET,
4 UniversalForwarder Setup BRI

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

(AN A A R—=ANBET Lib [Finish) #27 VU v 7 LET,
4 UniversalForwarder Setup BRI

UniversalForwarder was succesfully installed. Click the
buttons below to learn more or diick Finish to exit the wizard.

‘ More info on forwarding ‘

‘ More info on distributed security ‘

‘ Provide feedback on Splunk ‘
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1.10.7. Splunk Universal Forwarder O 5% &

1.10.7.1. outputs.conf DOFFEEE
D EERNG T TA TV N T I AT a—=F0bUTO7 + VX ERE ET,
CRIGT 7 A VA
C¥Program Files¥SplunkUniversalForwarder¥etc¥system¥local¥

== s
@U" « O—FL 7242 () » Program Files » SplunkUniversalForwarder » etc » systern » local - “,l | iocald e el |
WE. SATSUEN- HE-  RLLITALS— =~ 1 @
s Em el g <] Hef
— ST
A ISy 7] deploymentclient, conf 2016/06/28 13:45  CONF J7 Il 1 KB
=il Subversion =| 7] inputs.conf 2015/06/03 14:20  CONF Jwf )l 1 KE
BN ] outputs.conf 2016/06/03 14:20  CONF 27 (Il 1 KB
= EoFy __| README 2018/05/12 15111 271l 1KEB
B U || server.conf 2016/06/03 14:20  CONF 7l 1KB
S 7] web.conf 2016/06/03 1420 CONF 7 (il 1KB

5 [ADEE

(2) Toutputs.conf] ZEIRL, £7 Vw7 L, A=a—hbabt—Z2@ERLET,

E=8 EcR =X
@Qﬂ « O—HUL T 227 (D:) » Program Files » SplunkUniversalForwarder » etc » systern » local - | &,‘ ‘ lncaldHa3E P |
=R JE< v HLLTLE— =y O @
le BREAD Zn . EF A P P
e Sl |7 deploymentdient. conf 2016/06/28 13145 COMF 27l 1 KB
] BEET LR |7 inputs.conf 2016/06/03 14:20  COMF 27l 1 KB
g AOnO- R 7 outputs.cor #<(0) 14:20  COMF Z7-TIl 1 KB
__| README REE) 15011 7l 1KE
e, 7] server.conf ’ 14:20  COMF 27l 1KE
o FATY ] web. conf EE(E) b o14:20  CONF 27l 1 KB
= Subversion (0 b
& Rz
j = OIS LSE(H)...
= E2Fr
P & BoESHES)..
EFr
? ‘71' Sus & woaESHIm)..
& 1T
& TortoiseSVN >
8 O Ea—s— U BRoiFe..
& O 5 27 (C) LRI — 3 s AR (V)
ca Ol 51 242 (D) E3N) )
o 28l-2 (¥¥abkfs36.nel.ad ne
9 a990kaigo (¥¥10.64.176.1 EDDH-IO(T)
—(C
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o 605_FH29E HBSHIES =5 0w MOIFR(S)
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0/ (R)
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@)z AT —F LOFESXA L THEIZ Y w7 LA=2—0 0 T 28R L £9,

o [= =]
@D" .« O—FL 725 (D) » Program Files » SplunkUniversalFonvarder » etc » system » local - ‘&, ‘ | localdAEF » [
HiE SAFSuUlCiEm -« =E v FUWTAILS— =~ O @
e BEIEAD £ : EHEN = et
W Fas by 7] deploymentclient. conf 2016/06/28 13145  CONF 27 -1l 1 KB
L BFET LI 7] inputs. conf 2016/06/03 14:20  CONF Z7 -l 1 KB
§ SonO0—F | 17] outputs.conf 2016/06/03 14:20  CONF 27 -l 1 KB |
|| README 2016/05/12 15111 Z7-l 1 KB
7| server.conf 2015/06/03 14:20  CONF 27 -7l 1 KB
‘."34?’(:5‘) || web. conf 2015/06/03 14:20  CONF Z7 Il 1 KB
=) Subversion
) RFaxmk
= ErFr
B u>ot
& Ta-Tos R D
i F (0) »
P A AN—TTERF) »
BHTORIRCERT(E)

&, O—A Fer A5 ()
ca 0= Fr 25 (D)

O NS —DHETAZF)..
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BERfF(P)

8 a990kaigo (¥¥10.64.176.1
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Za— hAw FORNTEFS)
AICRET - HE)
HA(H)

SVM Checkout...
TortoiseSVM

HTRRAFRE(O

JOrF(R)

Ctri+Z

(4) Toutputs - =2 E"—.conf] BWEKINET DT,
T (77 A NARET— RIZAYD )

TDOTFANEBERL F2 X —2HFLE

s O—HUL T 245 (D)
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CONF 27l B
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PRTEDESIZ useAck BIEAZEM L

£,
HH N
BT A C:¥Program Files¥SplunkUniversalForwarder¥etc¥system

¥local¥outputs.conf

BINAE useAck = true

(

| outputs.conf - AEE
JrALE) REE EF(0) BFEY ALTH)

e ]

[tcpout ]
ult-autolb-group
usehck = true

[tcpout :default-autolb-group]
server = 10.xx.41.33:9997

l[tcpout ~server://10.x0¢.41.33:9997]

LimBEmL £

B

(D AFRD[7 7 A V(O [ LESRFEOIZBIRL, EENELRFLET,

| outputs.conf - AEHE

RE(E) BWO) F|EV) ~ILTF(H)

=)

FTHRRCN Ctrl+ M

< (0. CErl+0 oup
FEZFEE) Ctrl+ S
BRIE I TREA)..

sl (V)

HIRICRY. .. Ctrl+P 7]
AEEDRET)
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(8) AEMWRD[Z 7 A NI [AEROKTXRNEZERL, AEREK T LET,

| outputs.conf - AEHE =R
wRE(E) EMO) F|FOW ALTI(H)

FrERM) Ctrl+ M .

M0 Ctrl+ 0 o

FEEFEF(E) Ctrl+S

BEEA T TREFR)..

A= TARE(U).

HRICF). .. Crrl+P 7]

ATIRDEET ()
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1.10.7.2. deploymentclient.conf D4
(1) 1.10.6.Splunk Universal Forwarder O > A h—/L| T~ ~ LIZAESEEABA

@ TSplunkUniversalForwarder([EffHEA 2] - [SplunkRemoteControl | - I§%
ET 7 ANV 7 AN I TS [deploymentclient.conf] 7 7 A LA LL D 7

NEZae—LEd,

s T BT L H IR
C¥Program Files¥SplunkUniversalForwarder¥etc¥system¥local¥

@ MTabt—Liz7r A NVERE HENFIZH D targetUri THE SN TS —130D IP
7 RLAD xx ZHEEFRE FITEEL £7,
(xx : EOENFERS 6 : Ab¥fEE =10.1.41.33:8089)

| deployrentclient. conf - X EE = e 5
FrAILE) REE W) F2FM AUTH)
[derlowvment -l ient ]

.IiaL3ei;b:ake:;denlﬂumeniﬂe:&fr]
targetlUri = 10.%04.41.33:8089

IP 7 RLVRADE2H 7T v O xx ZHEDENFRE I
EETS

a—1
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(3 AERD[Z 7 A VO [ EEZRFOIZER L, ZENAEZRFLET,

" deployrnentclient. conf - AT =8 (ESEET
WEE) BAO) EFM ALTH)
RN Ctrl+M -
B0 Crlt
[ HBERE(S) ctrie s ]
T oLy
MR
ERICRY... Ctrl+P
ATERIRET ()
(4 AERDO[Z 7 A VIO [AEROKE TR ZBIRL, A EREAE T LET,
" deployrnentclient. conf - AT =8 (ESEET
BEE BMO) FFW ALTH)
RN Ctrl+M i
B (O} Ctri+0 |
FEERF(S) Ctrl+S
AT TRER)...
MR
ERICRY... Ctrl+P
[ ATERIRET () ]
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@) —bv 2 —ERFRENFET DT, [SplunkForwarder Service] ZiEIRLTHZ Y v 7
L 7anxsr g ZExET,

CH-bR ==
Dr-ILF) BIER) EBRN) AUIFH)

e B Ec=H= > nwp

G Y—ER(O-A e 52 (m—hiL)
SplunkForwarder Service = . B R AS—hPelas
% Secure Socket Tunneling Protocol ... YPN... FH
% £ Security Accounts Manager Zah.. BtE B#
Y EADERE 2% Security Center WS... RS BEZh EERATL)
C; Server Zd.. BtE B#
SHEA: 2 Shell Hardware Detection BE).. RS BE
SplunkForwarder is the remote <% Srmart Card T, F#
data collection service for Splunk, “: Smart Card Removal Policy a4 EX)]
a data platform for operational & SNMP T O— T
intelligence. If it is stopped, . rap N
Splunk will stop collecting and “: Software Protection Win... B & (EIERAE)
weving dta o Sk mrers, I
which may result in data loss. “: SPP Motificat - E3)]
Please see www.splunk.com for “ S0L Active D BIE(0) m
more information. Questions can "' —EHELL() " |E
be submitted to £ 5QL Server ERA(M) e B [
www.splunk.com/answers or for ;. 5QL Server £ BIRE(E) 3
supported customers 280l Server b 3
woww.splunk.com/page/submit_iss “: SOL Server T AT LK 3 T =)
e :
£} S5DP Discov B R s FE
< Storage Sel B2l =2
| JOXF4(R) b
<om ] v |\isE e/ ALTH)

BRUEEROIOVT r S FOY e S 5WEFT.

(5) SplunkForwarder Service D7 1 /37 47 ¢ RUNRERINETOT, MEILD) %
7y 7L, P—ERAZEIRREICL T ZIV,
P—bEREEFICET =R v —UNRFREINTHAE, TOFEEODOIEELFENE L TL
ZEWY,

{O0—AJl 23 F2—%—) SplunkFonwarder Service O/ (-1 (E3a]
=4 | i | EE | #97EEE]

B Sp lunk Forwarder
FTE SplunkFormarder Service

EHER: SplunkForwarder is the remote data collection service  »
for Splunk, a data platform for operational intellieence. If

=

FT P IADIE:

“D#¥Program Files¥5plunk UniversalForwarder#hin¥splunkd exe” service

P L)

fasaE) [ _

HEADAS b A7 O DEEREFRTLEY

H-EADRAE: 3l

FrtE(E) CFED D) [ —BFELE AR

COTH—EARRBE TR SR TRRE AT A -2 —EEELTREE .

0K T
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(6) SplunkForwarder Service Z fLEIKAEIZT 5720, [BHEAO) #27 Vv 7 LET,

(O0—Hl 322 —%—) SplunkForwarder Service O/ 77 (=25l
w8 |phz | EiE | #EEEE

H—FRAE: Splunk Forwarder
TR Splunk Forwarder Service
SHAR: Splunk Formarder 1z the remote data collection zervice -

for Splunk, a data platform for operational intelligence. If _

ET A DA

“D¥Proeram File=¥Splunk UniverzalForwarder¥bin¥zplunkd exe” service

AR= Py

AR 2 _

H-EAQAR- T A0 gD R R LE T

H-ErOWEE (B
_ BIED —FEIEE) E
LT - EARRRN T B ST ARG (5o - AR LT

BS54 —R—(M):

[ ok T Y

(1) —e 2DIREEN TBHLA) (ICEDDHZ L&A L, TOK) 27V v 27 LEALET,

(O—72L 321 —%—) SplunkForwarder Service (3705 =
EE i [EiE | weesiE

- Splunk Farwarder
FTE Splunk Forwarder Service
SHBR: Splunk Forwarder iz the remote data collection zervice

P
for Splurk, a data platform for operational intelligence. If _

FTIr DA

“C¥Program Files¥SplunkUniversalForwarder¥bin¥splunkd exe” service
8%
HoPR0RA- T ATV RO RT3
s-eroneC_ms D
BES BED B () BRE
LT BRSBTS oA R BB L TR,
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® r—r2D—E» 5 [SplunkForwarder Service] OIAREEN [BLE] . AX— T v 7D
RS THE) Lo TWAZEEMERL TSN,
CH—ER =2 EE 55

SrAOME) BEE B0 AT
@z FEEcz HE »anp

YBR[ el YR [@—HL)
SplunkForwarder Service &8 - I RE—bFTFORE  OoAY 4
~ 0 Smart Card F Local Se.
U-ERoEL “ 8mart Card Removal Policy FH Local Sy.
H_papEs
T ER0EEE 5 SNMP Trap FE Local Se.

cfbaare Protection

GENERANS)

FREA: #1 SplunkForwarder Servi

SplunkForwarder is the =) o SPP Hothcation Service ] Local Se.
remote data collection service 7 SQL Active Directory Helper Service  Acti... izl Metwat:..
for Splunk, a data platform for & S0l S SOLEPRESS h . B8 Netw
operational intelligence. If it is 4 5QL Server (30 ) AP OF
stopped, Splunk will stop 4 BQL Server Agent (EQLEXPRESE) = izl Metwar.. =
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